SUCCESS
STORY

E Y e
=

- < O Peway Unified School District

== S

.,
o

California School District Counters

Hackers and

THE CHALLENGE

b Males web-accezsible system as
gacure 25 possible toa broad
range of stakeboldars

b Continucush moniter core
sarvars and counter attacks by
sequastering the malicicus code

b Implemant advancad
technckegiag and 'best practices’
tor sacure netwaork accass

THE SOLUTION
b Host Security Services

b Irtrusicn Detecticn Mandgemeant

b Security Conzulting Services

THE RESULTS
b Secure online access on 2 par
with financial instituticns

¥ Foundaticn for secure Sarvicas
Criented Architecturs

b T security leadarship amang
educaticral institLticns

Seacure Conterst

533 Airport Boulevard, Suite 400
Burlingame, CA 94070
(650) 373 2133

'Malware' with Secure Content

“We are confident that we're detecting attempted
intrusions much sooner than with previous

. . L
technologies we implemented,
— Robert Gravinag, CTQ, Powey Unified School Disaice

"We are cormmitted to incressing access to information and studert performnance
dara through web-based applications, A key elernent in our strate gy is to implerment
a secure systermn with ongoing monitoring functions to ensure the integrity of the
systern says D Don Phillips, Superintendert of Schoals, Poway Unified School
Diistrict, Poway LISD is the third-largest school district in San Diego County, serving
approxirmately 33000 students in 35 schoals in central San Diego County,

Maximizing both openness and security

"A mnajor goal we have is to make our web-accessible systern as open as possible to
our broader public — students, parents, teachers, adrinistrators, staff — while
ensuring  their  privacy and the

integrity  of the systern  itself, -
*We have q sophisticated svstem that we

believe is on the cutling edge compared
With most school gistricts, Even with our
seqsoned, expert T staff we could not
o this witholt the assistance we are
qetling from Secure Content”

Providing open access through open
portals requires creating effective
firewalk without making thern overly
cumbersore, and Secure Content is
enabling us to do that The result
parerts will have greater access to

their childs individual infarrmation,
— Don Phillips, Poweay Unified Schodl
District, Superintendent

allowing improved cormmmunication
between home and school, while our
teachers and staff have access to the
informnation they rmost need at hore or wherever they might be, to work on and
prepare appropriate mate rials, Secure Content is allowing us to move in that direction
with rmuch greater corfidence than if we were trying to do it all on our own,
rmaxirnizing both the openness and security of our system.”

Secure Content provides Poway LSO with protection against corputer hackers and
'ralware’ by installing rmairtaining and providing security analysis of server and
nietwork intrusion detection systerns (ID5) throughout the districts schools and
central data certer In addition to 2457 network security monitoring, SecurePipe
security specialists provide advice and to Poway USD in the implementation of ary
rmajor T projects, By teaming with Secure Contert | Poway LSO is one of the first school
districts in the nation to implernent a managed security solution,

Combatting Malicious Code

Powsay LSO rmotivation to ersure systern security sterrs in part from painful
experience, n 2004, a cornpute r virws hit the school district's compute rs, forcing it to
disconnect all web services for several days and leaving staff and students with no
Imtermet access,"e recoghized the need to cortinuously ronitor our core servers
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and to counter attacks by sequestering the rmalicious code and making it available for
analysis by our network administrators" says Pobert Graving Chief Technology
Officer at Poway S0t was clear we had to know what type of traffic & actualy
ofn our networks in order to avoid a seriows security breach,”

”JI wizs clear we kod 1o know what hpe  Gravina evaluated managed security

of traffic s actually ok our netwarks in offerings from a number of vendors

and chose Secure Content for its proven
track record in the highly exacting
financial services industry, "YWe
wanted to be able to give our
stakeholders the same kind of highly

order 1o gvoid O 3efiaus Securty
L3
breach

— Robert Gravina, CTO Poway

Unified School District

secure  environment  they  are
accustorned to in their online banking, brokerage, shopping and other corme roial
activities on the 'net" he says."Secure Content had the rmost innovative and cost-effective
applications to meet our need to contingously gather information regarding

suspicious activity and actual attacks an our sites.

Has the Secure Content intrusion detection capability paid off! "Absaolutely, ¥We are
confident that we e detecting atte mpted intrusions ruch sooner than with previous
techhologes we implermented Gravina says,'""What's more, an unanticipated benefit
we gained was the ability to detect sparmn emals, which has been invaluable in
preverting illegal downloads of malicious code.

Secure Access on a Par with Financial Insttutions

Aninnovative |T project novw underway at Poway USD that erntails stringent s ecurity
requirernerts is a network portal that gwes studernts and parents secure access to
student information, grades, homework assignments, etc" Currently they visit a non-
secure online area ourside our firewall to access this information," Gravina explains,
" Secure Content | with its expertise in implermenting secure access for financial
institutions, will show us how to implernent the appropriace levels of authorization
that will enable these wsers to tap our secure network)

This project is part of Poway LISDYs
larger rmulti-vear project to build a
Service  Oriented  Architecture,
"Eventually we will open up the 504
to al parerts and students" Gravina

”Prwédr’ng obert qocess through ober
paortals requires cregting effective
frrewialls without rraking them overhe
curmbersore Secure Content is enabling

says.'Wihen this happers — overthe [ T

hext two to three years — we will
have poterntialy 50,000 users, — Robert Gravina, CTO, Poway

Unified School Distict
For  Poway SO, Secure Contents

expertise in implermenting secure access for 'single sigh-on' applicatiors s
indispensable,

Setting the Pace for IT Security in Education

Poway LSO superintende rt Phillips notes that the school districts security initiative
is an important part of the school districts corritrent to 1T leadership in
education.' e have a sophisticated systerm that we believe is on the cutting edge
compared with rost schoaol districts' he says,"Bven with our seasoned, expert [T

staff, we could not do this without the assistance we are getting fror Secure Content

ABOUT POWAY LUINIFIED
SCHOOL DISTRICT

The thirddargest school distict in San
Diego oty Fowey Unifed  Sokool
District serves gbodt 33, 000 studenis
i 25 schools i morth  San Diego
County  Refecting Foway USD%
commitenrt  to Righ stedent
performance, more thar 20% of it
gradudtes  confnoe  thefr  formed
education by attending college

Trest your network 1o Secure Content

¥ Professional network sec unty services
since 1994

v Remote management of deviies across
i continents

¥ Compliant with 545-70 audit smndards

Qur busgness is securing yours
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